Installing FreePBX 15 Asterisk 16

Sangomal3 7.6 (Z200Z.043)

FreePBX 15 Installatiom (Asterisk 132

FreePBx 15 Advanced Installationm
Advanced and Troubleshooting options

Boot from local driwve

TECHNOLOGIES

@ SANGOMA

@ Copyright 2018, Sangoma Technologies. All Rights Reserved.



FreePBX 15 Installation (Asterisk 16) — Recommended
Graphical Installation wia UNC — Dutput to 3erial
Graphical Installation wia UNC - Output to Serial and UGA

Fully Automatic Installation - Output to UGH
Fully Automatic Installation - Output to 3erial
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Graphical Installation - Output to UGAH

fAutomatic install of fAsterisk 16 and FreePBX 15

Mote that if more than two identically sized HDD= are detected,
a BAID will be created and they will as=igned to it

Thiz install deletes all existing data on this machine
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NetLabel: Initializing

NetLabel: domain hash size = 1Z8

NetLabel: protocols = UNLABELED CIPS0w4
NetLabel: unlabeled traffic allowed by default
amd_nb: Cannot enumerate AMD worthbridges
Switched to clocksource kvm-clock

pnp: PnP ACPI init

ACPI: bus type PHP registered

pnp: PnF ACPFI: found 5 devices

ACPI: bu=s type PHP unregistered

NET: Registered protocol family 2

TCP established hash table entries: 16384 (order: 5, 131072 bytes

TCP bind hash table entries: 16384 (order: 6, 262144 bytes)
TCP: Hash tables configured (established 16384 bind 16384)
TCP: reno registered

UDF hash table entries: 1024 (order: 3, 32768 bytes)
UDP-Lite hash table entries: 1024 (order: 3, 32768 bytes)
NET: Registered protocol family 1

pci 000O:00:00.0: Limiting direct FCI-PCI transfers

pci 0000:00:01.0: PIIX3: Enabling Passive Release

pci 00OO:00:01.0: Activating ISA DMA hang workarounds
ACPI: PCI Interrupt Link [LMKC] enabled at IRQ 11
Unpacking initramfs...




INSTALLATION SUMMARY SANGOMAOQOS 7.6 2002 INSTALLATION

Eus Help! (F1)
LOCALIZATION
DATE & TIME KEYBOARD
Coordinated Universal Time timezone English (US)

O

E LANGUAGE SUPPORT
English (United States)
SOFTWARE

INSTALLATION SOURCE
Local media

SOFTWARE SELECTION
Custom software selected

INSTALLATION DESTINATION KDUMP

SYSTEM

Custom partitioning selected Kdump is enabled

SECURITY POLICY
No content found

9 NETWORK & HOST NAME
6 Wired (eth0) connected

Quit Begin Installation

ick '‘Begin Installation'.

Enter Network and Host Name



CONFIGURATION SANGOMAOS 7.6 2002 INSTALLATION

@ B us Help! (F1)
USER SETTINGS

€ Starting package installation process

FreePBX e

Commercial Modules Next Level!

Enter Password for root access of FreePBX



CONFIGURATION SANGOMAOS 7.6 2002 INSTALLATION
B us Help! (F1)

USER SETTINGS

@ ROOT PASSWORD [ ) USER CREATION
Root password is set . Jser asterisk will be created

Running post-installation scripts

Choose the Sangoma Phone
That Best Suits Your Needs

@ SANGOMA
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FreePBX Support

Welcome to FreePBX Administration!

CONFIGURATION

USER SETTINGS

SANGOMAOS 7.6 2002 INSTALLATION

Eus Help!

1SymphonyV3 Panel

Please provide the core settings that will be used to administer and update your system

Username

Password

Confirm Password

Notifications Email address

System Identifier

Automatic Module Updates

Automatic Module Security Updates

Send Security Emails For Unsigned Modules

Check for Updates every

=R o

aturday

ween 4am and 8am

ROOT PASSWORD @  usercreaToN
Root pas d is set . User asterisk will be created
k
Completel
SangomaOS 7 6 is now successfully installed and ready for you to usel
Go ahead and reboot to start using it!
Reboot
ucep
Initial Setup
Administrator User
ma
System Notifcations Email
support@questblue.com
System Identification
eepex 19
System Updates
m Emailonly  Disabled

Setup system

Enter IP address in your Web Browser and begin entering the user credential information



FreePBX Administration User Control Panel Operator Panel Get Support

Login to GUI by clicking FreePBX Administration
Admin icati [ i Reports Settings uce | |Q

Sangoma Smart Firewall

Sangoma Smart Firewall is now enabled!

Sangoma Firewall will automatically open select continue

Admin Applications Connectivity Dashboard Reports Settings uce Apply Config Jilid B}
Sangoma Smart Firewall

Sangoma Smart Firewall s a revolutionary Open Source Firewall solution, designed from the ground up to completely secure your VolP system,
To start using Sangoma Smart Firewsll you simply need to answer a couple of questions, and your Firewall will be configured and activated immediately.
If you do not wish to use Sangoma Smart Firewall, simply click ‘Abort'. You may return to this setup wizard via the ‘Firewall' option in the Connectivity menu.

At the completion of this wizard. the firewall will be automatically enabled.

Abort Next

Next



Admin  Applicati c i Reports  Settings  UCP

Sangoma Smart Firewall
Should the client you're using be trusted?

itis highly recommended that the client you're currently using | should be marked as Trusted. This will ensure that you can not accidentally be
locked out of this server.

You would normally select Yes to this question. The only time you would pick No is if you are not using the client machine you will be using in the future to manage

Apply Config [l JIN{eY

this system.
Abort No Yes
Admin  Applications  Connectivity ~ Dashboard  Reports | Settings  UCP Apply Config [2 JEeY

Sangoma Smart Firewall
Should your current network be trusted?

The network you are currently using to manage this server isn't marked as Trusted.

Ifthis is @ known secure network. you should add it to the Trusted zone

ssible by any unkr third parties.

twork {above) is

inauthorized |

Abort

Yes

Admin Applicati [ vi Reports Settings ucp Apply Config ]

Sangoma Smart Firewall

Enable Responsive Firewall?

Enabling Responsive Firewall allows remote dlients to securely register to this server without explicitly whitelisting them.

It is recommended to turn this on If you have remote clients

Further inf

Abort No Yes

Admin icati [ ivi Reports Settings uce Apply Config [+

Sangoma Smart Firewall

Automatically configure Asterisk IP Settings?
2 A "

TR ey

Firewall should now auto-detect and configure External IP settings. This will assist with NAT or Translation issues.

You should say 'Yes' to this, unless you have an extremely complex network with multiple external default gateways.

You can verify these settings in Sip Settings after this wizard is complete. If you have a non-static IP address. you may need to use a DDNS provider which will require

manual configuration.

No Yes

Abort

Q

Q



P

P13

Yes

Apply Config

Admin icati c Reports  Settings  UCP
Firewall DAHDI Channel DIDs
DAHDI Config
Settings ResponsiV  Digium Phones 5 Networks
System Firewall Firewall
System Firewall isafully | Inbound Routes ed firewall that constantly monitors the remote clients allowed to connect to this machine, and automatically allows access from valid hosts.
This is done by a small pr  Cutbound Call LMt oo e that automatically updates firewall rules based on the current trunk and extension configuration of your PBX.
Outbound Routes
Responsive Firewallis  SIPSTATION
Responsive Firewall all{  Trunks Jatically block attacks to your machine, while learning and automatically granting permission to authorized devices, without the need to
manually configure therm———————
You can enable Responsive Firewall in the Responsive Firewall’ tab.
System Firewall Disable Firewall
Firewall Wizard Re-Run Wizard
Admin licati C ivi D Reports Settings ucp
Firewall
Settings | Responsive Firewall | Interfaces | Networks

Known Network Definitions

You can add individual hosts and networks to overrid

e the default permission for an interface.

Example: Interface eth0 is assigned to the ‘Internet’ zone. and you then add '203.55.66.77' to the 'Local' zone on this page. Any traffic arriving from 203.55.66.77 will be granted access to

services usable by 'Local' zone.

Any traffic arriving at etho from 203.55.66.88 (or any other undefined host or network) will only have access to services available to the ‘Internet zone, as that has been set to be the default

zone for traffic arriving at that interface.

You may also enter hostnames here (including Dynamic DNS hosts), which will be automatically monitered and updated.

(m) Network/Host Assigned Zone
o Trusted (Excluded from Firewall) ~
an enter a short description for this ne

= Trusted (Excluded from Firewall) hd
You can enter a short description for this network here.

0 SlrEUEsHil R Internet (Default Firewall) ~
QuestBlue SBC
Fnter P or Hostname I ocal 1 acal tristed trafficy A4 n

Enter sbc.questblue.com
Admin Applications Connectivity Dashboard Reports Settings uce

Please Select the dé

Based on your locale y¢

Sound Prompts Language
System Language ©

Timezone @

DAHDI Channel DIDs e PBX
DAHDI Config ezone have been pre-selected.
Digium Phones
Firewall English

Inbound Routes

outbound call Limit English (United States)
Outbound Routes
SIPSTATION

Trunks It

America/New_York

Create your SIP Trunk



Admin Applications Connectivity Dashbhoard Reports Settings Ucp
Trunks

This page is used to manage various system trunks

+ Add Trunk ~

+ Add SIP (chan_pjsip) Trunk
+ Add SIP (chan_sip) Trunk
+ Add DAHDi Trunk

+ Add IAX2 Trunk

+ Add ENUM Trunk

+ Add DUNDi Trunk

+ Add Custom Trunk

Tech CalleriD

Add pjsip Trunk
SIP-accounts — Create New SIP Account

Create new SIP account or SIP Registration

Trunk name *

Only alphanumeric value, no spaces
Trunk Type Trunk Registration v

* required field

Create SIP account

No matching records found

Status

[ SIP-accounts ]

In your customer.questblue.com account create the SIP Trunk as registration trunk

Below follow the instructions for creating the SIP Trunk in FreePBX

Admin icati C Reports Settings uce
Add Trunk
General Dialed Number Manipulation Rules pisip Settings

Trunk Name © QuestBlue

Hide CalleriD © Yes “

Quthourd CallertD. @ enter your phone number in the following format NXXNXXXU0X without

s or spaces

€ID Options & Allow Any CID Block Foreign CIDs Remove CNAM Force Trunk CID

Maximum Channels ©

Asterisk Trunk Dial Options @

Continue if Busy ©

Disable Trunk © Yes n

Monitor Trunk Failures ©

(o o SRR



Admin  Applications  Connectivity
Add Trunk
General | Dialed Number Manipulation Rules

Dial Number Manipulation Rules

Dashboard

Reports  Settings  UCP

pjsip Settings

Loy conri I

These rules can manipulate the dialed number before sending it out this trunk. If no rule applies, the number is not changed. The original dialed number is passed down from the route where some manipulation may have already occurred. This trunk has the option t
further manipulate the number. If the number matches the combined values in the prefix plus the match pattern boxes, the rule will be applied and all subsequent rules ignored,
Upon a match, the prefix, if defined, will b stripped. Next the prepend will be inserted in front of the match pattern and the resulting number will be sent to the trunk. Allfields are optional.

Rules:

X matches any digit from 0-9
2 matches any digit from 19
N matches any digit from 29

[1237-9] matches any digit or letter in the brackets (in this example, 1,2.3,7.8,9)
. wildcard, matches one or more characters (not allowed before a | or +)

(1 ) efix ||| [ NXXNXOO0X

(| prepe ) efix ||| [ TNXXNXOOXXX

Outbound Dial Prefix @

General Dialed Number Manipulation Rules

PJSIP Settings

General Advanced Codecs

Username
secret
Authentication &
Registration ©
Language Code ©
SIP Server ©

SIP Server Port @
Context ©

Transport ©

pisip Settings

nter Trunk Name

‘Outbound Inbound Both

Default

None

None

she.questblue.com

5060

from-trunk

7 Dial patterns wizards

+o

+o

Enter the same SIP Trunk name as created on customer.questblue.com

Secret: Enter the password that was generated when creating the SIP Trunk in customer.questblue.com

Authentication: Outbound

Registration: Send

SIP Server: sbc.questblue.com

SIP Server Port: 5060



Admin icati Cs ivit Reports settings ucp Apply config |- IEe WRIS
Add Trunk

General Dialed Number Manipulation Rules pisip Settings

PJSIP Settings
General Advanced Codecs

DTMF Mode ©
send Connected Line © “
Permanent Auth Rejection & Yes “

Forbidden Retry Interval & .

30 Seconds
Fatal Retry Interval © 30 Seconds
General Retry Interval & €0 Seconds
Expiration @ 3600 Seconds
Max Retries © 0000

Qualify Frequency & 60 Seconds

Outbound Proxy &
Contact User @

From Domain ©

From User ©
Enter the settings above for the pjsip page. All other features are optional
¢ admin | Applications  Connectivity = Dashboard  Reports  Settings | UCP m Q
Add Trunk
General Dialed Number Manipulation Rules pisip Settings

PJSIP Settings

General Advanced Codecs

Check the desired codecs, all others will be disabled. Drag to re-order.
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Admin  Applications  Comnectivity ~ Dashboard | Reports  Settings | UCP m Q
Trunks

This page is used to manage various system trunks

+ Add Trunk - Se B
Name Tech Callerip Status Actions
Questalue pisip L oTnmner Enabled [}

Chowing 1 tn 1 Af 1 rne

Apply setting and click Apply Config.

Next, create your inbound route from Connectivity > Inbound Routes



Admin Applications
Inbound Routes

Route: Test
£ Edit Extension 1000 (Tes

General Advanced

Description @

DID Number &

CalleriD Number @

CID Priority Route @
AlertInfo &

Ringer Volume Override @
CID name prefix @
Music On Hold ©

set Destination @

Connectivity

Dashboard Reports settings uce

Privacy Fax Other

Create your inbound route with DID number in the format NXXNXXXXXX

Submit, apply config

oo conns ST



